Proposed Project Aims

1. To develop two or more prototype FPGA-based systems for encryption and compression of data
2. To use at least two different design routes to achieve the first aim
3. To benchmark each of the alternative systems produced
4. To use the benchmarking results and hardware-software co-design techniques to find the optimum system configuration arising from the design routes. 
5. To compare and contrast the results of the benchmarking of the prototypes with comparable software only solutions
6. To use direct and indirect measures to ascertain the complexity of the two design routes under investigation
7. To investigate Hardware-Software Partitioning methods
8. To perform all these tasks to budget and to schedule

Functional Requirements

· The system should compress, then encrypt, input sound

· The encrypted compressed sound should be decrypted, decompressed and played-back on request

Design Constraints

· The system must run, in full or in part, on one Celoxica™ RC1000 development board with the XILINX® Virtex™ XCV1000 FPGA chip

· The function(s) deployed on the FPGA must be written in Handel-C

· The audio sampled by the system should be compressed into MP3 format

· During playback sound should be outputted via a sound card if available

· An option to suppress silences of longer than a user specified time may be included in the final system

Design Objectives

· At least two prototypes should be produced

· At least two different design routes should be explored

· One of the design routes should produce an Application Specific Instruction Set Processor (ASIP)

· The other design route should partition the application such that part of the application is executed on the FPGA, and the other part on the host CPU

· The prototypes should compress and encrypt the input sound in the same or less time than a similar system running completely on the host CPU

· Each prototype should decrypt and decompress an encrypted MP3 file in the same or less time than a similar system running completely on the host CPU

Non-functional Requirements

· User Friendly – similar controls and functionality (in terms of ease of learning, perceived sound quality at same resolution, and response time during playback) to a leading MP3 codec

· Response Time - The sum of the time for decryption and the decompression process, should take a similar time to real-time MP3 decoding on a leading MP3 codec

· Security – the encryption should be at least the recommended strength for secure communication over the Internet

· If possible, the system should support multiple sound input formats

· The system should ensure that the encrypted compressed sound file has not been tampered with

· If the file has been tampered with, the system should report this to the user and allow the user to decide if to play it or not

· The optimum solution may utilise aspects of each design route.

